
Secondary use of 
de-identified data
A checklist for general practice

This checklist should be used alongside ‘Guiding principles for managing requests for the 
secondary use of de-identified general practice data’. 

The principles

• Secondary use of data must be transparent  
and appropriate

• Requesting third parties must extract, manage and 
secure data to required standards

• Practices should implement procedures for providing  
data to requesting parties

• Agreements and contracts with requesting third parties 
should reflect these principles

If your practice receives a request to provide de-identified 
data for secondary use, the following checklist can assist in 
making an informed decision about how to proceed. 

Working through the checklist can help form part of your 
risk-mitigation strategy when providing de-identified data 
for secondary use. The checklist will help your practice 
to develop comprehensive processes and procedures to 
ensure information is shared ethically, legally, securely and 
confidentially. This tool provides guidance only.

It is important to remember that practices are under no 
obligation to give other parties access to patient and 
practitioner data.

Practice procedures

Our practice:

• has a policy on data sharing for secondary use 

• ensures the entire practice team is aware and 
understands this policy

• has a privacy officer to assess requests for our data.



Our patients:

• are aware we share de-identified data for  
secondary purposes

• can opt out of sharing their data.

Transparent and appropriate use

Our practice:

• understands what data is being provided

• understands how the data will be used by the third party

• has evaluated the organisation requesting the data  
and is assured they are trustworthy and have all 
necessary expertise 

• understands how general practice has been involved in 
the initiative that requires the use of our data

• has confirmed the data will not be used for inappropriate 
purposes, such as wholly commercial purposes.

Managing and securing the data to acceptable standards 

Our practice has received, in writing from the requesting 
third party, information on:

• what data they will be accessing (eg clinical information 
limited to specific fields, billing and income information, 
appointment information)

• how they comply with the Privacy Act 1988 (Cwlth) and  
the Australian Privacy Principles

• how they will de-identify the data before it leaves  
the practice 

• how they will store and protect the data when it is taken 
out of the practice

• how the data will be accessed, including who will have 
access and their associated security processes 

• how they will minimise the risk of the data  
being re-identified

• the length of time the data will be used

• how the data will be destroyed when it is  
no longer required

• details of any ethics approvals.

Agreements and contracts 

The written agreement between our practice and a third 
party to use our data includes:

• which data elements will be accessed

• our practice’s specific permission regarding for what the 
data will be used

• the requirement to seek our practice’s permission to use 
the data for any other purposes

• agreement the requesting third party will adhere to the 
Privacy Act and the Australian Privacy Principles

• protections to ensure the data will be used in a way so 
it cannot be re-identified

• confirmation the data will not be used to publicly 
benchmark performance, or other inappropriate uses

• protections to ensure the data is not sold or provided to 
another party

• the dates between which the agreement lasts 

• protection for our practice and patients if there is a data 
breach by the requesting third party

• protection for our practice if the data provided does 
not meet the requirements of the requestor

• the ability to terminate the contract at any time.
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Disclaimer

The information set out in this publication is current at the date of first publication and is intended for use as 
a guide of a general nature only and may or may not be relevant to particular patients or circumstances. The 
RACGP and its employees and agents have no liability (including for negligence) to any users of the information 
contained in this publication. 
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